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Overview

The Cloudpath Enrollment System (ES) automates WPA2-Enterprise configuration on any device that
connects to the network and automatically connects the device to a secure SSID. This Automated
Device Enablement (ADE) means authorized devices onboard simply and securely, with the
appropriate level of access.

The Cloudpath ES supports all operating systems including Windows, Mac 0S X, iOS, Android, Linux,
Chromebooks, and more.

This document provides an example of the end-user process for using the Cloudpath ES to migrate a
device running a Linux operating system to the secure network.

Supported Versions

The Cloudpath ES supports the following Linux versions:
e Ubuntu version 9.04, and later
eFedora version 18, and later

Cloudpath ES User Experience

The Cloudpath ES provides the prompts that guide the user through the sequence of steps that make
up the enrollment workflow. During this process, the user enters information as requested, and makes
selections about user type, device type, among others.

Enrollment User Prompts

This section displays the user prompts for a typical enrollment workflow. The sequence of steps for
the enrollment can differ, depending on the selection that is made.

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays. The
login screen is typically customized with the logo, colors, and text for the organization or institution.
The screens in this example use the default look and feel of the application.

Note >>
If you have set up a captive portal, the user connects to onboarding SSID and is
redirected to the Cloudpath ES Welcome page to start the enrollment process.
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FIGURE 1. Welcome Screen
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Welcome to the Anna Test Metwork

_i_, Access to the Anna Test network is restricted to authorized users
and requires acceptance of the Terms & Conditions below.

Once authorized for access, your device will be configured with a
unigue certificate for network access.

W  lagree tothe Terms & Conditions

Assistance |D #EFOS annadd .cloudpath net (5.0.168)

An acceptable use policy (AUP) prompt displays a message and requires that the user signal
acceptance to continue. The Welcome page text and Start button may be customized.

Click Start to continue.
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User Type

If required by the network, the user might see a User Type prompt. For example, an Employee might be
required to enter domain credentials, and a Guest or Partner might be required to enroll using their
social media credentials.

FIGURE 2. User Type Prompt

Y50 ogo Here
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Sample Corporation Visitor

V| 5 |t0 s Visitors to Sample Corporation are welcome
to utilize the secure wireless netwaork. You
will be provided Internet-only access. To join
the network, you must login to either

Facebook or Linkedin.

Sample Corporation Employee

Em p I Oyees Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do so, you must have

wour domain credentials.

Assistance |D #EF0S annadd .cloudpath net (5.0.168)

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network
credentials.

FIGURE 3. User Credential Prompt

Y50 ogo Here
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Yfour username and password are reguired to access the network.

Username:

Password:

IMeed Assistance?

o
Assistance |D #EF0S annadd cloudpath net (5.0.168

Enter the user credentials and click Continue.
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Device Type

If required by the network, the user might see a Device Type prompt. For example, a Personal Device
selection might add a prompt for a MAC address, and a IT-Issued Device would be allowed to bypass
the MAC address prompt.

FIGURE 4. Device Type Prompt

Y50 ogo Here

~———y

Personal Device

Your Device Select this option if the device belongs to

you.

IT-Issued Device

Com pany Device  select this option if the device belongs to

Sample Corporation. To join the network, you
must enter the voucher included on the

green label on the device's box.

Assistance |D #EF0S annadd .cloudpath net (5.0.168)

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

5
+1303.647.1495 | +44(01)161.261.1400 | support@cloudpath.net | www.ruckuswireless.com | ©2016 Ruckus Wireless, Inc.



End-User Experience for Linux Devices

Voucher Code

Your network might require that you enter a voucher (one-time password) as an additional verification
step. Vouchers are typically sent email or SMS from a network sponsor or administrator.

FIGURE 5. Voucher Code Prompt

Congratulations on receiving a new device. The box of your

de ontains a green sticker. The sticker contains a voucher
n a format similar to SCO00000. Please enter that
voucher code below.

Voucher Code:

IMeed Assistance?

o
Assistance |D #EFOS annadd .cloudpath net (5.0.168)

Enter the voucher code and click Continue.
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BYOD Policy

Typically, you must agree to the terms and policies of the network before you can continue.

FIGURE 6. BYOD Policy

Y50 ogo Here

—~———y

To join the network, you must accept the Sample Corporation
BYOD Use Policy.

_i_, The Sample Corporation BYOD network is intended for employees
whao which to have secure wireless access from a personal
device.

| have reviewed and agree to abide by the Sample Corporation BYOD Use Policy.
=

Assistance ID FCCO bvtes cloudpath.net (5.0.168)

Click Start to continue.

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the
device to the secure network.
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Linux Download Page

The application detects the user agent for a Fedora or Ubuntu operating system and provides the
correct configuration instructions. This screen includes the steps to install the application and to
configure the device.

FIGURE 7. Linux Download Page

Y50t ogo Here

————y

To access the secure network, follow the instructions below based
on your computer's operating system.

Ubuntu & Fedora Linux

Download for Linux

XpressConnect-x64.tarbz2

‘When the Archive Manager appears, click the Extract button, select
a folder, and click Extract.

After the file is extracted, go to the folder you selected and
double-click on the XpressConnect-x64 file.

Show all operating systems.

Click the down arrow to download the tar file, which contains the application files.
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Open Downloaded Files

You can either Open with Archive Manager or Save to the Downloads folder. The Archive Manager
automatically opens the files to extract. You must double-click the tar file in the Downloads folder to
open and extract them.

FIGURE 8. Open Download File

Opening XpressConnect-x64.tar.bz2

You have chosen to open:
5] XpressConnect-x64.tar.bz2

which is: Zip archive (6.7 MB)
from: https://bvtes.cloudpath.net

What should Firefox do with this file?

©|Open with | Archive Manager (default) hd

Save File

Do this automatically for files like this from now on.

Cancel

Click OK to continue.
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Extract Downloaded Files

Extract the application files that were downloaded.

FIGURE 9. Select Files to be Extracted

red by Cloudpath Mety

XpressConnect-x64.tar.bz2

L | BElopen v | [FAddFiles & Extract | Q v
Back °7 iy | Location: | B3/
Name v  Size Type Modified

E network_config.xml 238.0kB XML docum... 30 March 2015, 10...
. resources.properties 183 kB unknown 30 March 2015, 10...

. session.properties 126 bytes unknown 30 March 2015, 10...
. XpressConnect-x64 16.8 MB unknown 30 March 2015, 10...

4 objects (17.0 MB), 4 objects selected (17.0 MB)

Select all files and click Extract. Choose a location for the extracted files and click OK.
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Open Application File
Double-click the Cloudpath-x64 file to start the application.

Note >>
If you are running a 32-bit OS, run the Cloudpath-x86 file.

FIGURE 10. Open Application File

| |

A Home Downloads test Q= v || ¥ x
Places (;)\ 2 %
© Recent u u u
AH network_config.xml  resources.properties session.properties
ome
[ Decuments

&

< Downloads
Lol e LT oEY X pressConnect-x64.
dd Music tar
& Pictures
EIE Videos
@ Trash
Devices
@ Computer
Network
27 Browse Network

E Connect to Server

| "XpressConnect-x64" selected (16.8 MB)

The Wizard runs through the configuration and migration process.
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Wizard Application User Experience

After the user has gone through the enroliment prompts, the Wizard runs to configure the wireless
network settings on the device.

Loading System Configuration

The Wizard opens and begins the configuration process.

FIGURE 11. Please Wait

800 XpressConnect
Options  Help
Welcome To
.Cloudpofh Sample Corporation
Welcome ..: Please Wait...

Configure We are loading the system configuration information.

Authenticate

Validate Connectivity

Licensed To
BVT - Enroliment System

The configuration process takes less than a minute.
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Inspecting Configuration

The application verifies that your computer’s configuration is correct for the secure network.

FIGURE 12. Inspecting Configuration

8 00 XpressConnect
Options  Help
Welcome To
--CIOUdPGI'h Sample Corporation

."' Inspecting configuration...

Authenticate

Validate Connectivity

Licensed To
BVT - Enroliment System

The application continues with the authentication process.

13
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Connecting to Secure Network

The application attempts to associate to the wireless network.

FIGURE 13. Connection to Secure Network

800 XpressConnect
Options  Help

Welcome To
moth Sample Corporation

q,;;:' Connecting to the Secure Network

\f Configure Please wait while we associate to the wireless network

'DVES-Secure'...
Authenticate

Validate Connectivity

Licensed To
BVT - Enroliment System

The application continues with the validation process.
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Validating Connectivity

When the association with the secure network is successful, the application attempts to acquire a
network address.

FIGURE 14. Validating Connectivity

800 XpressConnect
Options  Help

Welcome To
((:_li.l:fp\dl'h Sample Corporation

..; Validating Connectivity

\( Configure

" Authenticate

Validate Connectivity

Licensed To
BVT - Enroliment System

The application continues with the connection process.
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Connected to Secure Network
When the application displays a message that you have received an IP address, you are connected to
the secure network.

FIGURE 15. Connected to Secure Network

800 XpressConnect
Options  Help

Welcome To
(C_Ii;j?;ol-h Sample Corporation

@ Successfully connected.

\f Configure You are now connected to the network.

( Authenticate Your IP address is 192.168.95.61.

Click here to view the modifications made to your computer.

y Validate Connectivity

If you wish, you may revert these changes now.
Connected

o (—pone ]

BVT - Enroliment System

Click Done.
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View Network Connection

View the wireless network to verify the Wi-Fi network name.

FIGURE 16. View Wireless Network

The Wi-Fi setting displays the secure network.

Additional Documentation

You can find detailed information in the Cloudpath ES configuration guides, located on the left-menu
Support tab of the ES Admin UI.

About Cloudpath

Cloudpath Networks, Inc. provides automated device enablement (ADE) solutions that simplify the
adoption of standards-based Wi-Fi security, including WPA2-Enterprise, 802.1X, and X.509, in diverse
BYOD environments. Founded in 2006, Cloudpath Networks invented the modern onboarding model
for personal devices and continues to drive the industry's adoption of standards-based security en
masse. The Cloudpath solutions are proven worldwide to bring simplicity to secure networks through
automated and easy-to-use form and function. To learn more, visit www.cloudpath.net.

If you need technical assistance, discover a bug, or have other technical questions, email support at
support@cloudpath.net.
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Contact Information

General Inquiries:info@cloudpath.net
Support:support@cloudpath.net
Sales:sales@cloudpath.net
Media:media@cloudpath.net
Marketing:marketing@cloudpath.net
Phone:+1 303.647.1495 (US)

+1 866.472.6053 (US)

+44 (01) 161.261.1400 (UK)

Fax:+1 760.462.4569

Address:1120 W 122nd Ave, Suite 302
Westminster, CO 80234 USA
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